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Hi, Angela,
 
I want to offer another way of framing the HQC section (and to address the comments on the
sharepoint file).  I’ve attached a word file with your current HQC section and another draft.  I’d like
to know what you think of it and how we can blend them together into a single message.  Please let
me know when you can.
 
Cheers,
Daniel

mailto:daniel.smith@nist.gov
mailto:angela.robinson@nist.gov

HQC



HQC is a structured code-based KEM which achieves an upper bound on the decryption failure rate by introducing a new analysis of its error vector distribution.  The new analysis shows the decryption failure rate is lower than previously believed, allowing reductions in key sizes.  HQC also presents a new decoder using concatenated Reed-Muller and Reed-Solomon codes which further reduces the size of the public keys.  However, these reductions in key size still result in public keys that are 1.6-2 times BIKE’s public keys and ciphertexts 4-5 times larger than BIKE’s ciphertext size.  Although HQC’s bandwidth exceeds BIKE’s, HQC’s key generation and decapsulation functionalities are much faster than BIKE’s. 



The new HQC implementation requires review from the community on side-channel protections.  The new parameter sets will also require close analysis and vetting.  The effect, if any, of the quasi-cyclic code structure on security should also be investigated. 



HQC is a code-based KEM based on the hardness of the decisional quasi-cyclic syndrome decoding with parity problem.  The scheme claims IND-CCA2 security based on a strong analysis of its decryption failure rate.  

In the second round, a new analysis of the error vector distribution shows that the decryption failure rate is lower than previously believed, allowing reductions in key sizes.  The HQC team also presented a new decoder using concatenated Reed-Muller and Reed-Solomon codes, further reducing the size of the public keys.  Even with these key size reductions, the resulting public keys and ciphertexts are 1.6-2 and 4-5 times the size of those of BIKE, respectively.  Although the bandwidth of HQC exceeds that of BIKE, HQC’s key generation and decapsulation functionalities are much faster than BIKE’s.

While HQC offers strong security assurances and a mature analysis, its performance characteristics are overshadowed by the lattice KEM candidates and it compares unfavorably with BIKE in the bandwidth metric.  As a result of these facts, NIST does not deem HQC to be an appropriate addition to the first round of NIST standards.  HQC is advancing as an alternate candidate in the third round due to the thoroughness of its security analysis in comparison to BIKE, the other strong code-based KEM candidate.

During the third round, NIST encourages further research into the relationship between the decisional and search versions of the QCSD with parity problems as well as a close analysis of the new parameter sets.  The community should also continue to investigate the effect on security produced by the quasi-cyclic code structure.  (If we want to emphasize side-channel research at this point for the track 2 candidates, then we can place another sentence like your side-channel sentence here.)
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